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Current Domestic Counterterrorism
Policies

strategies being used to prevent terrorism. We review the widespread use of
National Security Letters and Section 215 of the USA PATRIOT Act, the NSA
warrantless surveillance, the under-regulation and overuse of informants, and racial profiling.

W e take a case-study approach, specifically analyzing some of the surveillance

These four cases are selected because are used largely in the name of counterterrorism. They
are also chosen because civil liberties groups have questioned the invasive nature and legal
standing of these actions.

National Security Letters and Section 215 of the USA PATRIOT Act

National Security Letters (NSLs) can be described as a special kind of administrative
subpoena used by the FBI and other security agencies to “seek customer and consumer
transaction information in national security investigations from communications providers,
financial institutions, and credit agencies.”" Prior to 9/11, NSL statutes were carved out of a
number of privacy laws that specified what kind of information could be obtained, under
what circumstances it could be obtained and who it could be shared with.

These restrictions included:’

e Communications records, financial business records, credit agency records (all under
limited circumstances) and the ability to use an NSL relating to an illegal release of
classified information

e Only a select few individuals at FBI headquarters (FBIHQ) in Washington DC could
sign off on an NSL

e The FBI needed “specific and articulable facts” about the target to request and/or
obtain a letter

e The primary purpose of the investigation is to get information about “a foreign power
or agent of a foreign power” (as defined by the FISA Act of 1978)

e Various other privacy statutes including the National Security Act and the Fair Credit
Reporting Act contain restrictions on disseminating information

However after the 9/11 attacks took place, the USA PATRIOT Act changed these standards
to allow NSL authority to be employed faster and wider. Under Section 505 of the Act, these
changes included:’

e Expanded authority to issue NSLs beyond FBI Headquarters, to now include the
heads of FBI field offices
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e Changed the requirement from making the primary purpose of an investigation to
seek information about “a foreign power or agent of a foreign power,” to requiring
that the NSL merely be “relevant” to an investigation

Subsection 358(g) of USA PATRIOT Act included a fifth NSL statute, by amending the Fair
Credit Reporting Act to allow investigators to obtain consumer report records. Furthermore
it allowed consumer reports to be provided, “...to any government agency investigating or
analyzing international terrorism [or counterintelligence activities]...” in addition to the FBL*
This potentially allows agencies normally focused on foreign intelligence gathering, such as
the CIA, to engage in certain aspects of domestic information collection.

Aside from the important question of the civil liberties and privacy impact of expanded NSL
authority, we seek to examine the tool’s effectiveness. Two reports from the Office of the
Inspector General (OIG) within the Department of Justice can help answer the question.
Overall, the OIG reports found a series of abuses and mistakes that contributed very little to
counterterrorism efforts. (Both reports do not cover NSL use under Subsection 358(g) of
the USA PATRIOT Act, which could include additional agencies like the CIA, NSA and
DIA))

According to the first report, published in March 2007,” there were at least 143,074 NSL
requests during 2003-2005. The report is full of quoted and paraphrased statements from
FBI investigators discussing the importance of Bureau’s expanded powers, however the
report’s hard statistics paint a different picture. Out of the 143,074 NSL requests, only 153
legal proceedings emerged. Out of these 153 proceedings, only 1 request contributed to a
“material support” for terrorism conviction. The report failed to mention how the NSL
contributed in that particular case and it failed to mention its effectiveness in preventing any
actual terrorist plot.

A second report from the Department of Justice OIG in March 2008, regarding Section 215
investigations — the so-called “library records” provision and an investigatory tool with
powers similar to NSLs® — found their use in counterterrorism investigations to be
ineffective. Most of the records obtained under Section 215 led to dead-ends.” It found that
Section 215 requests were “an impractical tool because of the lengthy time involved in
developing, reviewing and presenting the requests.”® The delays in processing the requests
were attributed to bureaucratic inefficiencies. This finding is extremely important
considering that a recently declassified monograph from the 9/11 Commission,’ as
well writings by FBI whistleblowers also point to long-standing bureaucratic
inefficiencies as the principle cause for intelligence failures behind 9/11."

The report went on to note that other tools such as NSLs, grand jury subpoenas and an
open source search “through public sources such as Google” were faster than Section 215
requests.' However as noted earlier, NSLs are also inefficient and ineffective. Grand jury
subpoenas may be limited by a “ctiminal nexus”,'> however this point is moot since
terrorism is considered a crime under US federal law" (and state laws)'* and typically
involves several precursor crimes' before an attack can be launched.
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Both the March 2007 and March 2008 OIG reports show how the NSL and Section 215
tools were ineffective in counterterrorism investigations. The information overwhelmed
analysts, as was the case with the National Security Letters, or it was too slow, as was the
problem with Section 215 requests. Both cases divert limited resources from time-tested,
efficient and effective investigative work. Instead FBI agents engaged in fishing expeditions
for people’s private information. This leaves one wondering whether or not such successes
were worth the price paid in civil liberties and diverted resources.

NSA Wiretapping

In December 2005, the New York Times revealed that President Bush had authorized
monitoring of communications of thousands of people between the United States and other
countries without warrants.'® Six months later, the USA Today revealed later monitoring also
included purely domestic calls and has been trying to create a massive database of every call
made within the US." In addition to the legal aspects of the authorization, both of these
news reports dealt with the National Security Agency’s focus on signals intelligence,
(SIGINT),"™ and how it contributes to national security. Though a legislative remedy with
weaker civil liberties protections was passed in 2008," in April 2009 the New York Times
reported the NSA overstepped its legal authority and drastically “overcollected” U.S.
domestic communications.”

Without delving into the legal analysis, serious questions about the policy’s effectiveness, and
more broadly the general role of wiretapping in counterterrorism efforts, need to be raised.
Though government officials have publicly tried to show how the NSA warrantless
wiretapping prevented terrorist attacks against the U.S., there has been little evidence of its
effectiveness.

The role in which wiretapping can contribute to counterterrorism operations seem to be
misplaced, disregarding certain tactical countermeasures terrorists have employed to avoid
surveillance. As early as October 2002, a USA Today investigation found the NSA had
trouble tracking Al-Qaeda operatives. Terrorist suspects were successfully evading U.S.
surveillance “chiefly by using disposable cell phone or by avoiding phones altogether and
substituting human messengers and face-to-face meetings to convey orders.””' More recent
news reports also indicate messages were sent through email.*

However, even on those rare occasions when the NSA or some other security agency
manages to intercept a message, determining whether it has any tactical value or not is very
difficult. In addition to the language barrier, the content of these messages are vague
statements that can be easily misinterpreted.” Writing in the peer-reviewed academic journal
Intelligence and National Security, surveillance expert Niels Sorells, notes:**

This renders the government’s ability to derive useful tips from such communications

more or less moot... Intercepting a transmission is useless if so much gobbledygook is
used that the conversation is meaningless to anyone without a key or would require so
much time to decipher that the operation being discussed is likely to have been carried
out by the time the message is decoded. The situation gets worse if there is not even a

specific party to target.
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Another problem with the NSA program is that it is ill-suited to deal with organizational
adaptations to their changed operational environment. A 2006 USA Today investigation
reported the NSA domestic spying efforts were producing data used for “social network
analysis”. Current social network analysis methods to guide SIGINT collection and analysis
of information is called “snowball sampling.”

According to a study jointly funded by the National Science Foundation, Office of Naval
Analysis, and the Department of Defense, social network analysis and snowball sampling are
effective against centralized and hierarchical organizations. However the same study found
these techniques to be ineffective against decentralized “cellular” clusters of loosely
connected individuals® - Al-Qaeda’s now-preferred organizational setup.”*’Investigative
media reports” and an official unclassified report from five Offices of the Inspector General
(OIG 5)* also indicate that the NSA’s massive domestic wiretapping program has been
ineffective.

Yet one should not take this criticism as entirely dismissing the importance of wiretaps
altogether; they can play an extremely important role. However past counterterrorism
successes show that wiretaps must be conducted with the coordination and input of other
types of intelligence.

Wiretapping is most effective when pieced together with findings from other types of
information. In pointing to a successful operation in Germany against clandestine Al-Qaeda
operatives that involved electronic surveillance combined with gains from human assets,
Niels Sorrells further notes:”

...much of the information was gathered by tracking phone records, not tapping phone
lines. The authorities ascertained who was calling whom and then cross-referenced that
data with information about criminal records and immigration violations before closing
in. This is detective work, not randomly listening in hoping to hear something useful. It
did not rely upon subjecting private citizens to official eavesdropping of their private
conversations and communications.

The United States has its own example where different sources of intelligence, working
together, allowed for a major bust against terrorists. As a New York Times investigation
found, Khalid Shaikh Mohammed was arrested due to his own sloppiness for reusing the
same SIM card in his cellular phones, making it easier for authorities to eventually track him
down. Yet Mohammed’s arrest would not have been possible without first investigating
another Al-Qaeda militant, Christian Ganczarski. German police searched Ganczarski’s

house and found a journal with several phone numbers, including one that was used to track
down Khalid Sheikh Mohammed in Pakistan and other Al-Qaeda suspects.”

The released OIG 5 report noted that law enforcement agents and intelligence analysts
regarded the NSA spying as “...one source among many available analytic and intelligence-
gathering tools in these efforts.””' In the context provided earlier, the OIG 5 account
appears to point toward both the ineffectiveness of the warrantless wiretapping, and the
centrality of old-fashioned detective work in apprehending terrorist criminals.
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Racial Profiling

Racial profiling is an important counterterrorism policy concern that occurs in many
different contexts. In some cases, it can take place while a person is engaged in routine
activities such as travel, work or worship. Other cases are alarmingly more sophisticated,
such as the Los Angeles Police Department’s failed attempt to “map” Muslim communities
in the L.A.-metropolitan area’ and concerns that the FBI may be permitting “mapping of
ethnic minority groups for a variety of reasons.””

Though most reported cases of racial profiling by law enforcement appear to take place at
the local and state levels,™ it is also an issue of concern for various ethnic and civil liberties
groups at the federal level. Although the Department of Justice issued a June 2003 guidance
document on the use of race in law enforcement, it has several exceptions to it, including in
national security investigations and intelligence activities.” In addition, news reports have
cited the concerns of many civil liberties groups over the latest revisions to the Attorney
General’s guidelines on initiating domestic counterterrorism investigations. Such concerns
are largely focused on the reduction of legal standards to initiate an investigation. One of the
most troubling aspects is the legal power it gives law enforcement to initiate an investigation
based on racial and religious profiling.”

However, there are also important security policy reasons to be concerned over racial
profiling. Muslim American communities tend to be extremely diverse, reflecting the racial,
ethnic and cultural pluralism of the larger global Muslim community. This includes South
Asians, Southeast Asians, Arabs, Sub-Saharan Africans and larger numbers of “indigenous”
African American, Caucasian and Latino Muslim Americans.

How can one tell who is Muslim and who is not? One may try by looking at a person’s
name. However, there really is no such thing as what may be popularly thought of as a
“Muslim” name — mostly it is an Arabic name. Things are further complicated by the fact
that two-thirds of all Arabs living in the United States are Christian, not Muslim.” In
addition, there are many Muslim converts who do not legally change their names to Arabic-
sounding names. Jose Padilla, John Walker Lindh, Michael Finton, Dhiren Barot, Colleen
LaRose, and Richard Reid are prominent examples of Muslim violent extremists who fit this
description.

If developing actionable information to prevent violent extremism can be compared to
finding needles in a haystack, then racial profiling is merely adding more hay to the stack. In
fact, statistics show that policies employing racial profiling have been unsuccessful. Three
cases involving Muslim Americans are worth mentioning.

First were the mass atrests of people of Arab/Muslim descent immediately after 9/11.
Between September 11, 2001 and September 2, 2004, then-Attorney General John Ashcroft
aggressively detained 5,000 people. However none of them were ever convicted on terrorism
charges.38

The second example was a Department of Homeland Security-led dragnet called “Operation
Front Line.” Months before, during and after the 2004 Presidential elections, law
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enforcement officials arrested and detained over 2,000 people from Muslim-majority
countries. Like the eatlier mass artrests after 9/11, no one was ever convicted on charges of
threatening national security or terrorism.”

The third example is the National Security Entry-Exit Registration System (NSEERS)
program. After 9/11, the program mandated that over 83,000 “suspicious” individuals,
overwhelmingly from Muslim-majority countries, had to notify the Department of
Homeland Security of their whereabouts every 30 days. From this group, no terrorist
convictions have emerged."

The only other possible way of figuring out who is a Muslim and who is not is by their
“religious” clothing. However not all Muslims dress “religiously,” whatever that may mean.
Furthermore violent extremists need to keep a low profile in order to maintain operational
security before carrying out an attack. If Al-Qaeda members dressed “religiously,” they
would fit into stereotypes that would draw attention to them. In light of their concern for
operational security, it is not sutprising that the 9/11 hijackers all dressed like Westerners
and some had shaved their beards. Therefore it makes little sense to profile based on
appearance and/or clothing.

As research has shown, Al-Qaeda has sought to maximize its operational effectiveness by
seeking recruits who can best blend into their host societies. This at least partly explains why
so many Al-Qaeda terrorists come from relatively secular, Western-educated backgrounds
(with little religious education).

Furthermore, reports indicate Al-Qaeda has sought to recruit from a variety of ethnic and
racial backgrounds, including Caucasians." Even Muslims from “traditional” ethnic
backgrounds may try to change their external appearances so they can be perceived as a
member of a traditionally non-Islamic ethnic background. One example is the case of
convicted terrorism suspect Shahawar Matin Siraj, who dressed to “look hip-hop, like a
Puerto Rican” and not “look Arabic.”* In another instance, Al-Qaeda may simply use
operatives from a different racial or ethnic background altogether to avoid specific physical
profiles. The use of mostly Black East Afticans in the failed 7/21 London attacks two weeks
after the deadly 7/7 London operation by majority-South Asians is one such example.

In addition to being tactically ineffective, racial profiling is strategically counterproductive.
The best sources of information needed to prevent terrorist attacks come from within
communities where terrorists are hiding.* Profiling individuals based on their race, ethnicity
and/or religion not only has a negative net impact on civil liberties and fails to unravel
terrorist networks, it alienates the communities law enforcement needs to get actionable
information to prevent future attacks. It also makes individuals and organizations become
extremely reluctant to cooperate with law enforcement.*

Finally, racial profiling overlooks threats coming from other religio-ideological sources. As
our database on post-9/11 incidents shows, Muslims are not the only setious source of
counterterrorist concern. If racial profiling were more pervasive in law enforcement
practices, many of those non-Muslim plots contained in our database may not have been
prevented.
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Informants are an extremely important tool and can be used to great effectiveness in various
kinds of criminal investigations, including counterterrorism ones. According to Boston
College Law Professor Robert Bloom, there are two types of informants: the “incidental
informer” and the “confidential informer”." Others such as former FBI counterterrorism
investigator William E. Dyson, divide informants into short-term and long-term categories."
Our review of informants focuses on long-term “confidential” sources, not short-term
“incidental” sources.

6

The earliest recorded use of informants dates back to classical Athens, when they were
employed to prevent treason against the state.” However history demonstrates that using
informants can also be abused by the government for political purposes.*

Modern American policing has similar examples of legitimate and illegitimate uses of
informants. The FBI has successfully used them against the organized crime syndicates such
as various mafia crime bosses in the 1980s. However it has also abused them, such as the
investigation, infiltration and instigation of radical but mostly non-violent groups under its
Counterintelligence Program, or COINTELPRO, during the 1960s and 70s."

A comparison between today’s uses of informants by the FBI with their uses during
COINTELPRO is important. The reason for doing this is not for the purposes of political
polemics, but what appear to be strikingly similar policy directions. Prior to the exposure of
COINTELPRO abuses by the Church and Pike Committees, there was virtually no internal
or legislative regulation of FBI informants.”

As a response to public outcry and a means of avoiding direct legislative regulation of
informants, Attorney General Edward Levi established the first set of internal guidelines for
the use of informants in 1976. The key contribution of the guidelines was that the FBI
needed to satisfy a “specific and articulable facts” standard of proof that an individual is
involved in violent or potentially violent activities. This draws a fine line between what may
be solicitation or intention to commit a crime, like terrorism, and otherwise Constitutionally-
protected activities.

Problems with controlling informant activities continued, and the internal guidelines were
updated and expanded as time went on to solve emerging issues. In 1983, Attorney General
William Smith lowered the standard of proof to a “reasonable indication” requirement which
remained constant until shortly after 9/11 2

Following 9/11, Attorney General John Ashcroft removed the “reasonable indication”
standard altogether, allowing investigations without past reason for suspicion of criminal
activity. As a result the thin line between Constitutionally-protected speech and criminal
activity began to be blurred. Attorney General Michael Mukasey’s November 2008 revisions
to the guidelines went further by repealing five sets of guidelines on investigations and
substituted them with one. While the Mukasey revisions reaffirm the Ashcroft revisions
which allow spying at any public gathering without prior indication of criminal activity —
including mosques and social service agencies/activities — they also permit racial profiling.
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By allowing low to non-existent standards of proof, the Ashcroft and Mukasey revisions
bear striking resemblance to the minimalist policies of the COINTELPRO-era FBI use of

3 52
informants.

MPAC’s concern with the under-regulation of informants — as was the case during
COINTELPRO - focuses on its negative policy effects to preventing terrorism. We leave
the legal discussions of civil liberties and privacy impacts to others.

We do not argue that the use of informants should be discontinued altogether; they
can serve as an effective and legitimate law enforcement tool to bring criminals to
justice. Nevertheless, it also has its tactical limitations, and if used impropetly, can be
strategically counterproductive. This policy dilemma is worsened by the current overuse and
under-regulation of informants.

One problem is that the overuse of informants will not provide better information on
potential terrorist operations; instead ## will leave a critical intelligence gap. Informants can be an
extremely valuable tool against terrorism, but their utility is largely affected by the type of
organizational structure a terrorist group adopts. Hierarchical “pyramid” organizations
defined by their connected command and control structures, like the IRA and pre-9/11 Al-
Qaeda, make themselves much more vulnerable to being compromised if penetrated by an
outside agent or an internal informant. When that occurs, because the human intelligence
asset is in regular contact with other terrorist group members, information on other
personnel and activities can be gathered with relative ease.

However, a hierarchical structure is not the likely choice of operation for most domestic
terrorists — Muslim or non-Muslim. Domestic terrorists are more likely to arrange
themselves as autonomous cells to avoid widespread compromise of a violent extremist
movement. Louis Beam, a White Supremacist and militant strategist who popularized the
concept of “Leaderless Resistance” (a cellular method of violent extremism), explains why:*

...Such a situation is an intelligence nightmare for a government intent upon knowing
everything they possibly can about those who oppose them. The Federals, able to amass
overwhelming strength of numbers, manpower, resources, intelligence gathering, and
capability at any given time, need only a focal point to direct their anger. A single
penetration of a pyramid type of organization can lead to the destruction of the whole.
Whereas, Leadetless Resistance presents no single opportunity for the Federals to
destroy a significant portion of the Resistance.

Another related problem is that informants — especially when they are under-regulated — are
less likely to catch terrorists, particularly when they organize themselves along a cellular
structure. Terrorists are trained to be very cautious about maintaining their security by
developing training manuals and studying law enforcement manuals to know police
surveillance techniques. As former FBI counterterrorism investigator William Dyson notes,
“Spotting informants and identifying tactics employed by law enforcement officers to
penetrate terrorist groups are often covered in security manuals.”™

All of this assumes that informants are honest and will provide accurate information — which
is frequently not the case. For instance, empirical studies based on data from exonerated

10
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and/or released defendants, show informants very frequently provide incomplete or false
information.”

Furthermore, the actions of informants may end up entrapping impressionable and radical
but non-violent individuals who may not have otherwise been inclined to commit a crime.
This could end up creating or at least encouraging more criminal activity. Many times, police
will tolerate crimes by informants in order ensure they maintain their operational security
and continue their intelligence collection. However this can undermine the overarching goal
of increasing public security. During COINTELPRO, there were cases where informants
had committed or incited acts of violence, with the tacit or even explicit approval of FBI
handlers.” More recently, news surfaced that Hal Turner, a controversial Neo-Nazi blogger,
was in fact an FBI informant who reported on Right-Wing violent extremists. Turner was
eventually arrested, but only after 7 years of making statements that attempted to incite non-
violent followers to commit acts of violence.”’

Even if one were to assume the surveillance target had not been incited to commit a terrorist
act — which is debatable in some recent cases — it is more likely the types of people arrested
as a result of ethically questionable actions of informants are incompetent individuals. If that
is the case, it is highly unlikely they were needed to capture such low-skilled criminals. In
fact, the arrests in most of the Muslim domestic violent extremism cases seem to indicate
they were just that — impressionable and/or incompetent.”

While at least one notable study has detailed the institutional and communal ramifications of
the pervasive use of informants,” their improper use can also present serious strategic
concerns for law enforcement. Most notably, it can ruin the important relations between law
enforcement and Muslim American communities. Muslim communities may be less willing
to cooperate with law enforcement due to a sense of “betrayal” of a trusted partnership,
especially if they perceive terrorism busts to be cases of entrapment. It also undermines the
credibility of mainstream religious leaders who advocate for engagement with law
enforcement. As a result, the cooperative relationship between law enforcement and
Muslims is severely strained or completely undermined. Law enforcement will find it difficult
to get important information needed to prevent a future terrorist attack,” thus leaving a
critical intelligence gap that cannot be filled by other means including the overuse and undet-
regulation of informants.*

To be fair, informants at times can be effective in counterterrorism investigations even
against cellular structures. Because terrorist groups are concerned about their operational
security, fear of informants can create and increase tensions within a terrorist cell. As a
result, it may generate enough paranoia that a cell may abandon a planned operation.

However, using informants against cellular structures will make less of an impact against a
group of militants than if they were used against a network. Unlike connected networks,
information and members are compartmentalized in cellular structures. Penetration of one
cell is less likely to yield information on other potential violent extremists, rather than in a
networked organization.”

11
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This limited tactical benefit must be weighed against the larger strategic costs of using
informants — especially when overused and underregulated. In order to achieve maximum
effectiveness of informants, they will need to be used with along with other investigative
techniques. Better legal mechanisms and internal guidelines need to be put in place to ensure
their relevance to preventing actual criminal activity.

Finally, a more circumspect calculation by law enforcement agents should be made when
considering employing informants: Are the gains of using an informant worth it if the short-
term intelligence and prosecutorial benefits are limited but the long-term social and
intelligence gathering costs from harmed community relations are high?

12
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